
By Ross Federgreen

ne of the many
issues that will be
addressed during
Eln-s 2006 Annual
Meeting and Expo
is the accepted

common standard known as Payment
Card Industry Data Security Standard
(PCI). The result of ongoing industry
efforts to promulgate a common stan-
dard, PCI derives from Visa's Cardholder
Information Security Program (CISP)

and the MasterCard's Site Data
Protection Program (SDP). In addition,
the PCI has been accepted and
endorsed by American Express,
Discover Financial Services and

Japanese Credit Bureau (JCB).

The PCI requirements apply to all
members, merchants and service
providers that store, process or transmit
cardholder data, and affect all "system

components."
The program applies to all payment

channels, including retail (known as
brick-and-mortar), mail/telephone
order and e-commerce. and its stated
goal is to protect cardholder data-
wherever it resides. This ensures that
members, merchants and service
providers maintain the highest infor.
mation securiry standard.

PCI consists of a framework of 12
requirements, which are driven by the
number and type of transactions that
an individual entity stores, processes
or transmtts.

Visa, and others, use PCI as the
common framework for the specific

requirements of security compliance.
Compliance with PCI is divided into
two major categories-service providers
and merchants. Each group is also subdi-
vided by amount and q?e of transaction.

Service providers are divided into
three categories. However, from the
viewpoint of PCI, no distinction exists.
A11 service providers were expected to
have achieved validation by Sept. 30,
2004. Validation requires an annual
onsite PCI Data Securiw Assessment bv

a qualified data securiry company, as well
as ongoing quarterly network scans by a
qualified independent scan vendor.

Under the PCI Standard, acquirers are
responsible for determining their mer-
chants' compliance validation levels. All
merchants will fall into one of the four
merchant levels based on annual Visa
transaction volume--determined by the
aggregate number of Vsa traruactioru.

Compliance validation is required for
Level 1 through 3 merchants (see
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"Merchant 
Categoly Levels" chart),

and is higl-rly recor.nnlenclecl for Level
4 rne rcl ' iants. Spec i f ic val iclat ion
requirernents vary, [", tr t  are as fol lows:

For Level 1 merchnnts, a cp:r l i f ied
clata sectrr i ty colnpany must c() lnplete
nn annual onsite PCI Datar Security
Assessrnent, ()r :r  col lpzlr-ry off icer
rnl lst perfonn an internal aucl i t ;  a
cluartcrly nctwork scan by irn incle-

fenclcnt sctrn venclrr is also nccess:rry
a t  th is  levc l .  By  Sept .  30 ,  2004,  a l l
Level 1 rnercl- iants rnust hitve rnet
cornpl iance [eL]uircments.

A t  Leve ls  2  and l ,  the  rncrchanr
rnust cornplete :r11 : l l t l -rual sclf-asscss-
lncnt ( lucstionnerire, :rs well  as : l  qLl i l l . -
ter ly netwolk sc:rn; al l  Levcl 2 :rr-rcl  J
rnerchirnts rnust h:rve rnct cornpl iancc
rec lu i rcments  by  J t rne  10 ,  2005.

For Lcvel 4, the rncrchant sl-r.Lrlcl
l lso be surc to f i lc a yenrly self-assess-
nlcnt qrrcst i()nnaire. These rnercl-rants
rnr . l s t  comply  w i th  PCI  ? ts  wc l l .
However, the irccluircr cleterrnincs the

actual compliance valicl:rt ion frtr all
Levcl 4 rnerchants.

A Prescription for PGI
"T1-re gle:rt srrengrh of tl'rc PCI is that it

is a bler-rcl of policy ar-rcl pre5s1ip1i6n. 11
clefincs the core fr:rmework fcrr creating
al 'r  (  )rganizi l t i ( ,r t 's i  t  r fr ,r t t t l  r t  i (  ) t  I  i  lsrur: u' lCc
stnnclarcl-but :r lso provicles specif ic
gtr idance in key :rreas th:rt  mntter," says
A:rron Bi l ls, vicc president :urcl co-
fountler of I L)eltzr Systems, who hirs
hancls-or-r expsl lgngs with PCI.

"The greatest challcnge for pa,,,11gn1
intlustly leaclers is to :rccept thc retrlity
that wc l lust c: lre alrotrt  thc inf irrma-
tittu we [rr()cess itttri cr-tsr.rLc that our
ctr-rpllrycc5 havc thc samc r-nint1set," he
aclcls. "lf tl-re organizational irttiturle ancl
cultr,rrc irre sct, the rcst is mech:rnics."

M i c h , r e l  S r n i t l t ,  s c l i i ( , r  v i c e  I r c s i -
r lcut, corl-,oratc r isk ancl compliance
for Visa USA, says "rhe cffecr of PCI
has  been overwhc l rn ing ly  l . ros i t i vc .
PCI l" ias foctrsccl thc attcr-rt ion of :r l l

participants in the p:ryments chain on
what is necessary to safeguarcl card-
1'rolcler clata. PCI :llso has galvanizecl
cornpanics of all sizes to achieve colnpre-
l-rensive ar-icl uniform rlata security for
their btrsinesses, sr.rbj ect to verific:rtirxr. "

Seanir Pitt, vice pls5ldsnt of network
clevekrprnent at Arnerican Express,
trgrees PCI is a gootl thii'rg frrr the pay-
ment industtl/. "Ti'rc 

origin:rl rnission of
the Data Security Incl-rstry Group,
frl'rnecl over two yeirrs ag(), was to align
on stanrlarcls to eliminirte confusion in
the rnarketplacc anci clrive merchirnt irnc'l
POS provicler acloprion; this vision is
becoming il retrlity," Pitt sirys. "'We irre
start ing to sec : l  rnLrch highcl level of
tnerchnnt engirgement in g:r iniug :rncl
work ing  towi r rc l  PCI  cornp l iance.
\)Vith POS service providers, PCI com-
pl iance anrl cert i f icat ion is becorning a
tn:-rrketl-, 1:rce aclvantage. "

Echoing Bills, Srnith says PCI hirs 1.,r,,-
gressccl, but, tl-rcre is still mLrch to tlo. Tir
hirn, tl-rc grcirtcst challcr-rgc r() ()\.crc()l-nc
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is buildir-rg awareness about the manclate
,,f standard ize.l secr rrity reqr r irerrrents.

Overall, PCI has eased clata security for
merchants, leadir-rg to higher levels of
ac1o1-rt it-rn and cornp liance, contencls P itt.
Srnith also says it has enlightenecl VISA
l,h,,ut the cornpliance !l lesti()ns lner'-
c1'rar-rts still need clarified..

Tb achieve more uniform compliance,
Pitt s:rys PCI should not be static, :rnrl
shoulcl evolve to better protect card
metnbets ancl rnerchants.

"Frx example, the tenclency of sorre t,-r
focr.rs the m:rjority of resources ancl
ilttcnti()n on e-colrlnerce sl-ior-rk1 be
exptrndecl to incluclc all merchnnt inrLrs-
tries," he says. "No incl-rstry is irnrnr-ure to
cornl-rromises; risk is not isolirtecl to e-
cotnmerce." American Express has
:r I r 'e l r . ly  nrar le i ts  . la ta sccrr r i ty  ( ) f \cr i r t in l l
policy a recluirement ircross inclustries,
acL'ls Pitt.

In sr.unrn:rry, rnore universtrl trnc]cr-
stanrlir-rg ar-rcl knowleclge of the coml.rlgx
PCI rLrles :rntl regulations is neerlerl to

sLrrvive in totlay's rlynarnic f irylrlcnts

inr'ltrstrl'. Compliirnce is no longer ir

meilninglcss platitr,rclc, l.ut ir corc rcsf()n'

sibiliq, of cver],()ne in thc intlr.rstrl'. 77

Ross Fcrlcrgn'ccn ls fi.,rrnclcr rl OSR.\1 ln
I)rrrr .Srrlrrt Lrrcie, FI-, tr,hlch aclt, ises
cllorl.s orr eler,'rrorric /rutrnort.s cost.\,
sccr rli rr, Jt' tu Ltl, c t nnplinrcc rrirrl llrrbilitl
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